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It is clear that cybercrime is a growing problem and that many 
people are being victimized. The latest figures from Statistics 
Netherlands, for example, show that in one year, 5.1 percent 
of the Dutch population fell victim to hacking, 3.5 percent fell 
victim to online consumer fraud, and 0.6 percent fell victim 
to identity fraud (CBS, 2016). In comparison, the highest per-
centages of victimization from traditional crimes in the Neth-
erlands were bicycle theft (4%), burglary or attempted bur-
glary (3%) and violence (2.2%) (CBS, 2016). Furthermore, prior 
victim studies show that individuals suffer from many more 
types of cybercrime: 16.7 percent of Dutch internet users fell 
victim to malware (with financial damages), 1.1 percent fell 
victim to cyberstalking and 0.7  percent fell victim to cyber 
threat (Domenie et al., 2013).

Although it is clear that victimization from some types of 
cybercrime is high, we fail to understand the nature, extent 
and impact of all types of cyber-dependent crimes and 
cyber-enabled crimes. Only a few specific types of cyber-
crime are measured annually. This makes it impossible to 
determine trends in cybercrime.

In order to gain insight into the entire spectrum of cyber-
crimes, it is necessary to develop instruments to periodically 
measure the nature, extent and impact of victimization of 
cybercrime. Victim surveys are generally used to gain insight 
into the nature and extent of victimization. However, these 
traditional victim surveys, which have been carried out over 

Nature, extent and impact on individuals
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decades, have little room to add extra questions related to 
cybercrime victimization. Because of this, for example, we 
know that hacking is one of the most common crimes in 
the Netherlands, but insight into the nature of these hack-
ing incidents and the consequences for victims and society 
is lacking. Furthermore, the extent to which this method is 
suitable for measuring victimization of, for instance, mal-
ware is not known. Therefore, research into new methods 
and datasets is needed. Analyzing respondents’ computers, 
for example, could provide a better picture of malware infec-
tions. It may also provide insight into the security measures 
installed by victims (see, for example, Anderson & Agarwal, 
2010). Furthermore, computer log files can be used to study 
real rather than reported respondent behavior.

Knowledge about the nature, extent and impact of victimiza-
tion among organizations is scarce. Virtually no research has 
been done into organization-specific cyber risks (Hernandez-
Castro & Boiten, 2014; McGuire & Dowling, 2013; Schaper & 
Weber, 2012; Veenstra et al., 2015). Many estimates about 
victimization are made based on isolated data streams and 
case studies that are extrapolated to the whole of society. 
So far, estimates vary and are under as well as over reported 
(Anderson et al., 2013).

Recent Dutch research shows that small and medium-sized 
enterprises (SMEs), as well as freelancers, are active internet 
users who are highly dependent on IT systems. The majority of 
entrepreneurs take various technical measures against cyber-
crime (such as virus scanners or protecting Wi-Fi networks). 
Nevertheless, 28.5 percent of Dutch SMEs and 27.9  percent 
of one-man businesses fell victim to one or more forms of 
cybercrime (Veenstra et al., 2015). The extent of cybercrime 
victimization is comparable to that of traditional crimes 
among organizations (see, for example WODC, 2 011). The 

Nature, extent and impact on organizations
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most  common forms of cybercrime that entrepreneurs face 
are malware, internet fraud, phishing and hacking (Veenstra 
et al., 2015).

Research methods must be developed that can be used 
to systematically gain insight into the nature, extent and 
impact of victimization among organizations. This is needed 
to understand victimization and the economic and social 
consequences. Future studies should include characteristics, 
such as size of the organization and the sector of the organ-
ization, and factors, such as, cybersecurity measures and 
security training among employees.

Besides traditional victim surveys, online data or data from 
internal networks at organizations can be used to determine 
the nature and extent of cybercrime victimization and to 
map user behavior. Furthermore, data from hosting provid-
ers, for example, can be used to gain insight into the state 
of an organization’s security and contamination of its con-
tent on servers (see, for example, the work of Van Eeten et 
al. (2010) on spam levels at ISPs). Finally, data from organ-
izations, such as the Dutch National Cyber Security Center 
(NCSC), or hotlines, can be used to gain more insight into 
cyber-related incidents.

Even though the prevalence of cybercrime has increased rap-
idly and cybercrime has become part of everyday life of citi-
zens during the last two decades, a major problem remains: 
victims of cybercrime are far less likely to report their vic-
timization to the police than victims of traditional crime are. 
This is true for both individuals (13.4%, Domenie et al., 2013) 
and organizations (12.8%, Veenstra et al., 2015). However, it 
is of great importance that victims report these crimes to the 
police. Not only is this often necessary for starting a criminal 
investigation, it also increases the knowledge of the number 

Reporting cybercrime
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and types of crimes that are committed. Therefore, increas-
ing victims’ willingness to report crimes leads to more police 
investigations (and in turn to a better chance of catching the 
criminal) and a better understanding for developing coun-
termeasures against the most common crimes, or crimes with 
the highest impact.

Currently, there is a lack of insight into the economic factors 
(costs and benefits) and the psychological factors (emotions 
and attitudes) that influence willingness to report crimes 
by individuals as well as organizations. Therefore, research 
into factors that influence the willingness to report crime is 
needed. It is important to differentiate between the various 
types of victims (e.g., individual citizens, small and medi-
um-sized  enterprises, international organizations) and dif-
ferent types of cybercrime.

The risk of falling victim to cybercrime is related to various 
personal and environmental characteristics. Dutch studies 
on victimization risk factors for various cybercrimes, such as 
hacking, phishing, online threats, online fraud and identity 
fraud, show that young people, people who spend a lot of 
time online, and impulsive people are more at risk of falling 
victim to most of these cybercrimes (Domenie et al., 2012; 
Jansen & Leukfeldt 2015; Jansen & Leukfeldt, 2016; Jansen et 
al., 2013; Leukfeldt 2014, 2015; Paulissen & Van Wilsem, 2015; 
Van Wilsem, 2011, 2013). Furthermore, researchers found 
that openness, extroversion, lack of self-control, thrill seek-
ing, impulsivity and neuroticism are related to an increased 
chance of becoming a cybercrime victim (Halevi, Lewis & 
Memon, 2013; Modic & Leah, 2011; Ngo & Paternoster, 2011).

Routine activities of victims also seem to be related to 
cybercrime victimization. Examples of routine activities that 
lead to increased risk include being online more, opening 

Risk factors
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 attachments from unknown sources, clicking on pop-ups, 
internet banking, online purchases, and not  having up-to-
date antivirus software (Anderson, 2006; Bossler & Holt, 2009; 
Choi, 2008; Hutchings & Hayes, 2009; Jansen &  Leukfeldt, 
2016; Leukfeldt, 2014; Leukfeldt & Yar, 2016; Leukfeldt, 2014; 
Leukfeldt, 2015; Ngo & Paternoster, 2011; Pratt & Holtfreter 
Reisig, 2010; Van Wilsem, 2013).

Although quite a lot of research has been done on risk fac-
tors related to cybercrime victimization, current studies have 
some major limitations. Studies have different outcomes 
due to differences in their scope, for example, the types of 
cybercrimes included and the number of variables measured, 
and methodological limitations (use of small and/or non-rep-
resentative samples). Although some psychological factors, 
such as self-control, have been studied a lot, other potential 
relevant factors, such as the Big Five personality traits (open-
ness to experience, conscientiousness, extraversion, agree-
ableness and neuroticism) have not been explored in depth.

One of the most pressing issues is the fact that longitudi-
nal studies are basically non-existent. As a consequence, the 
current studies based on cross-sectional data do not provide 
any insight into cause and effect relations (preventive meas-
ures can reduce risk, but victimization can also prompt vic-
tims to put preventive measures in place). Longitudinal data 
can also be used to study the impact of cybercrime victim-
ization on online behavior, online risk perception and the 
risk of repeat victimization. This fits within a life course per-
spective on victimization, in which victimization is seen as an 
event that could lead to modification of behavior, which in 
turn has implications for future risks. Future studies should 
also look at whether specific groups, such as impulsive peo-
ple, respond differently to victimization than the average 
victim – and how this can help explain patterns of repeat 
victimization.
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Future research should take advantage of new methods and 
data sources. Actual behavior of end users can, for exam-
ple, be studied using log files. This means that data must be 
collected from systems in homes, at the workplace, hosting 
providers, ISPs, or other relevant organizations.

Humans are often described as the weakest link in cyber-
security. Therefore, it is important that people behave safely 
online (Shillair et al., 2015), for example, by being careful 
when sharing information online, by avoiding  potentially dan-
gerous websites, by using strong passwords and by  keeping 
operating systems and other software up to date.

However, research into the correlation between attitudes 
and behavior in the field of privacy and online behavior has 
shown that although most people see cybersecurity as some-
thing important (Madden & Rainie, 2015) their actual behav-
ior does not correspond to their attitudes (Spiekermann, et 
al., 2001; Broenink et al., 2009). Security measures are often 
viewed as a hygiene factor (Hassenzahl et al., 2010; IBM, 
2014). i.e., as something that should be in order and that may 
potentially have negative results, but also something that 
should not bother you (Bada, Sasse & Nurse, 2015). In the con-
text of an organization, the resilience of employees is also 
influenced by organizational factors such as corporate culture 
(Herath & Rao, 2009; Sohrabi Safa & Von Solms, 2016), man-
agement style (Soomro et al., 2016), human resource manage-
ment (Wall, 2013) and budget (Bohme, 2010).

Researchers therefore have looked at how users can be moti-
vated to take protective measures. It appears that confidence 
in their own ability to apply measures, the perceived effective-
ness of a measure, and highlighting one’s control or respon-
sibility over online security is of great importance (Boehmer 
et al., 2015; Jansen & Van Schaik, 2016; Shillair et al., 2015). 

Resilience
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Other studies focus on the more emotional side of preven-
tion: making users aware, or perhaps afraid, of the possible 
consequences of disclosing information. However, this seems 
to have little positive effect on users (e.g., Kumaraguru, 2010; 
Purkait, 2012; Tembe et al., 2014; West, 2008). Also, psycho-
logical mechanisms, such as personal relevance, optimism bias 
and adverse effects, are important when it comes to target 
hardening. In general, it has been established that most peo-
ple pay attention to warnings or other messages when these 
are perceived to be personally relevant, and that they do 
not pay attention to messages that lack personal relevance 
(Sagarin et al., 2002).

Research into the effectiveness of cybercrime and cyber-
security measures and training programs shows that making 
end users more resilient decreased the number of success-
ful cyber-attacks (Bowen et al., 2012; Pattinson et al., 2012; 
Sheng et al., 2010). However, other studies have had differ-
ent outcomes and the long-term effects of training programs 
are unknown (Caputo et al., 2014; Kumaraguru et al., 2009; 
Purkait, 2012). Bulee et al. (2016) find evidence that measures 
lose their effectiveness over time.

Insight into the long-term effects of technological measures 
is also lacking. Measures, such as blacklists or filters, have 
downsides, such as false positives (Hong, 2012; Leukfeldt et 
al., 2009; Ludl et al., 2007; Stol et al., 2008; Stol et al., 2009). 
Research into security indicators, such as the SSL lock or cer-
tificates, show that end users do not understand them or 
ignore them (Jakobsson, 2007; Dhamija et al., 2006). Further-
more, criminals can manipulate these indicators (Claessens 
et al., 2002).

Because of the lack of longitudinal studies, it is unclear what 
factors contribute to the long-term effectiveness of tech-
nical security measures, awareness campaigns, education 
and training programs. Future research into this will help 
increase the effectiveness of measures, training programs 



52

RESEARCH AGENDA

and interventions on the various types of cyber- dependent 
and cyber-enabled crimes.

An important question is how security tools and  processes 
can be designed in such a way that users are motivated and 
encouraged to act safely without interfering too much in 
their daily routines (also referred to as nudging and persua-
sive technologies). Key to answering these kinds of ques-
tions are the assets that need to be secure, the security tools 
and processes implemented to secure these assets, and the 
relation with psychological needs such as control, autonomy, 
efficiency and social constructs. IT systems at organizations 
seem particularly suitable for measuring  actual behavior and 
the effect of implemented measures.


