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The world is becoming increasingly connected and networked (Scheerder, van 
Deursen, & van Dijk, 2017). Every year, more people have access to the Internet. 
The International Telecommunication Union (ITU), a United Nations specialized 
agency for information and communication technologies, estimated that by the end 
of 2019, 4.1 billion people—53.6% of the global population—were connected to 
the internet (ITU, 2020). In comparison, 10!years ago in 2009, only 25.8% of the 
global population had Internet access. And not just the number of connected people 
increases, also the types and number of tasks that people perform online tend to 
increase, from social and commercial to governmental activities. A particularly 
interesting development is the use of digital payments over cash transactions. 
According to the World Payments Report 2020 by Capgemini and BNP Paribas, 
digital payment transactions grew with 14% to 708.5 billion transactions from 2018 
to 2019. Examples of digital payments include credit card transactions, debit card 
transactions, e-wallet transactions, and online banking transactions.

With an increased use of digital payments, the security of such payments has 
gained in importance. In addition to an increase of legal online activities, we have 
also been seeing an increase in illegal online activities. Criminals realized the poten-
tial of digital crimes and the cost of cybercrime has been rising ever since. According 
to the Center for Strategic and International Studies & McAfee, cybercrime is now 
costing the world almost $600 billion annually (Lewis, 2018). As a result, cyber-
crime is now globally the third biggest economic crime, just behind government 
corruption and narcotics. In the Netherlands—the country in which the presented 
study was executed—cybercrime is now the most common type of crime. In 2019, 
13% of citizens reported victimization of cybercrime (CBS, 2019). The two most 
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common crimes in the Netherlands are no longer traditional crimes, but cyber-
crimes: hacking (5.5%) and online consumer fraud (4.6%). In response, govern-
ments, industry, and individuals are spending billions each year on preventive 
information security for protection against cybercrime (Egelman & Peer, 2015), 
although some security experts have argued that this money is better spent on the 
legal response to cybercrime than prevention (Anderson et!al., 2013).

In the past, much emphasis was placed on the technical aspects of information 
security. In the past decade, the role that users play, the human factor, has gained 
increased attention. And with good reason. The majority of successful cyberattacks 
involve passive (e.g., not installing anti-virus software or the latest software updates) 
and/or active actions (e.g., downloading a "le containing malware, clicking on a 
phishing link) of the user. In other words, victims of cybercrime often play a crucial 
role in information security. Users are often referred to as the weakest link of cyber-
security (Schneier, 2000), although such statements have also received criticism 
from a usability perspective (Krol, Spring, Parkin, & Sasse, 2016). When security 
measures are unusable, it can decrease user compliance (Sasse, Brostoff, & Weirich, 
2001). Increasing user compliance with security guidelines is desirable, since more 
secure behavior by users could help decrease the number of successful cyberattacks 
and, consequently, help decrease the cost and negative consequences of cybercrime.

Research has shown that there are individual differences that in#uence the chance 
of becoming a victim of cybercrime (Bossler & Holt, 2010; Gratian, Bandi, Cukier, 
Dykstra, & Ginther, 2018; Holtfreter, Reisig, & Pratt, 2008; Modic & Lea, 2012; 
Ngo & Paternoster, 2011; Van de Weijer & Leukfeldt, 2017). Speci"cally, research-
ers have studied the digital behaviors of users to identify the main weaknesses and 
their causes. This line of research demonstrates that some people are more likely to 
become a victim of cybercrime than others. Speci"cally, Gratian et! al. (2018) 
showed that roughly 5–23% of cybersecurity related behavioral intentions are 
caused by individual differences such as "nancial risk-taking, rational decision-
making, and extraversion. The most extensive study so far on individual differences 
and cybercrime was conducted by Van de Weijer and Leukfeldt (2017). They exam-
ined the effect of big "ve personality characteristics on the chance of becoming a 
victim of different types of cybercrimes and found that lower scores on conscien-
tiousness and emotional stability, and higher scores on openness to experience, 
were linked to victimization risk of cybercrime. Modic and Lea (2012) also exam-
ined which personality traits are related to cybercrime victimization and found that 
people who score higher on extraversion, openness to experience, self-control, pre-
meditation, and sensation seeking, and lower on urgency, were more likely to 
become a victim of cybercrime. Several other studies also found that low self-con-
trol can increase the risk of cybercrime victimization (Bossler & Holt, 2010). Non-
contact crimes such as fraud and cybercrime often rely on some degree of victim 
cooperation, and people with low self-control tend to cooperate more easily 
(Holtfreter et!al., 2008). However, while Ngo and Paternoster (2011) did "nd an 
effect of self-control, they only found this effect for two out of the seven types of 
cybercrime, suggesting an in#uence of context. Taken together, there are several 
individual differences that in#uence the type of digital behaviors people take part in, 
thereby in#uencing their risk of becoming a victim of cybercrime.
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 Current Study

This paper examines compliance with banking regulations for digital payments. 
Although individuals may differ in their cybercrime victimization likelihood, banks 
need to minimize the chance of victimization for as many people as possible. In 
contrast with more traditional of#ine crimes, banks play a crucial role in the han-
dling of cybercrime. When cybercrime victimization leads to "nancial losses, cus-
tomers are more likely to report victimization to their bank or other organizations 
than to the police (Van de Weijer, Leukfeldt, & Van der Zee, 2020). From a victim 
point of view, this decision to reach out to other organizations than the police is 
understandable. The majority of cybercrime victims have negative experiences with 
reporting their victimization to the police (Van de Weijer et!al., 2020) and banks 
play a role both in the detection of anomalies to prevent cybercrime from happening 
and in incident handling once the crime has occurred. It is therefore not strange that 
banks have taken several measures to increase user compliance, including the 
implementation of several Information Security Awareness (ISA) programs (Bauer, 
Bernroider, & Chudzikowski, 2017) and recommendations for the security of 
Internet payments by the European Central Bank (ECB), 2013).

In the Netherlands, banks have taken a uni"ed approach in their battle against 
cybercrime and created guidelines to improve user compliance. More speci"cally, 
on January "rst 2014, the Dutch Banking Association (DBA; Nederlandse Vereniging 
van Banken) launched a set of "ve security guidelines to enhance the reliability and 
security of electronic payments. Each guideline was divided into a speci"ed set of 
actions that customers have to comply with in order to follow the guideline (c.q., 
ING, n.d.). This set of guidelines and speci"ed actions provided Dutch banks with 
a tangible measure of compliance. If a customer fails to comply with one of the 
guidelines, or even with one of the speci"ed actions, the banks can claim negligence 
on the side of the customer. Such a negligence claim can cost the customer up to 150 
euros when becoming a victim of cybercrime (Volkskrant, 2013). The security 
guidelines can be found on the websites of participating banks. Arguably, such 
guidelines only improve security when people are aware of their existence and when 
people comply. In order to investigate whether this is the case, we developed the 
following two research questions. Are people aware of the security guidelines 
implemented by the DBA? (RQ1) and are people compliant with the security guide-
lines implemented by the DBA? (RQ2).

Many training programs and awareness campaigns aimed at improving informa-
tion security are primarily focused on informing people. This is based on the 
assumption that when people know what the risks are, how to recognize them and, 
more broadly, how to operate safely online, they are more likely to do so. Lab stud-
ies con"rm this assumption. For example, Parsons, McCormac, Butavicius, 
Pattinson, and Jerram (2014) developed the Human Aspects of Information Security 
Questionnaire (HAIS-Q) based on people’s attitudes, knowledge, and self-reported 
behavior. In a range of lab experiments, Parsons and colleagues demonstrate that 
people with higher HAIS-Q scores are better at identifying phishing emails (Parsons 
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et!al., 2014, 2017). However, Jones, Towse, and Race (2015) demonstrated that in 
human factor in cybersecurity research, not all lab results translate to actual behav-
ior in the real world. This insight led to the third research question examining 
whether awareness of the security guidelines implemented by the DBA in#uences 
compliance with those guidelines? (RQ3). To test these three research questions, a 
user survey about awareness of—and compliance with—the security guidelines 
implemented by the DBA was developed.

 Methods

This study was approved by the Research Ethics Committee of the Psychology 
Department of the Vrije Universiteit Amsterdam, the former university of the author. 
The study is in line with the World Medical Association Declaration of Helsinki.

 Participant Recruitment

Data collection took place in spring 2017! in the Netherlands. We deliberately 
avoided recruitment around the University campus to increase the probability of 
collecting a representative sample of the Dutch population. Instead, participants 
were recruited in public spaces such as public transport and libraries. Participants 
could either participate using pen and paper, or scan a QR code to participate online. 
The majority of the data was collected during train journeys. After each train stop, 
the experimenter would enter a new train car and approach everyone in that car to 
ask them to participate in the experiment. This approach to ask everyone in a train 
car was chosen to decrease sampling bias. First, the experimenter brie#y explained 
to each potential participant what the survey was about and asked whether they were 
willing to participate. Upon agreement to take part, a paper survey and pen was 
handed to the participant. The survey also contained a QR code linked to a Qualtrics 
website containing a digital version of the survey, so participants who preferred to 
complete the survey online, could do so. All participants signed the consent form 
before completing the survey and participants could ask questions at any time, 
either in person or by email. Upon completion, pen and paper participants would 
hand back the completed paper copy of the survey. Online participants would just 
close their web browser. A minority of the data was collected in public libraries, 
following a similar sampling procedure (approaching all potential participants the 
experimenter came across). Response rates (i.e., the percentage of people that 
agreed to take part) were unfortunately not recorded.
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 Participants

In total, 133 Dutch participants took part in this study. All participants indicated that 
they use online banking, and as a result, no participants were removed for this rea-
son. However, 14 participants started, but did not complete the online survey and 
were removed from the sample, leaving a "nal sample of 119 participants (67 
females, 56.3%). If incidental responses were missing, the participant remained 
included in the dataset. As a result, the sample size of some questions may differ 
slightly.

On average, participants were 36.14!years old (SD!=!14.27, range 19–76). Almost 
half of the participants completed a university degree (44.5%), followed by higher 
professional education (29.4%), secondary vocational education (12.6%), and sec-
ondary/high school (13.4%). Study participation took 5–10!min and was rewarded 
by the option to take part in a prize draw for a $ 50 gift voucher. Participants took 
part in the prize draw by providing their email address. They could also choose to 
stay fully anonymous by not providing their email address. Upon completion of 
data collection, a randomly selected participant was contacted via email about win-
ning the $ 50 voucher.

 Materials

We developed a survey to measure whether people are aware of the security guide-
lines implemented by the Dutch Banking Association, and the extent to which they 
report compliance with these guidelines. Since this study investigates compliance 
with Dutch security guidelines, the questionnaire was distributed in Dutch.

The questionnaire started with a set of demographic questions, including gender, 
age, and education level. Next, several questions regarding the participant’s experi-
ence with digital payments were asked, including whether they use online banking 
and, if so, which devices are used for this purpose (e.g., PC, laptop, tablet, smart-
phone, smartwatch). Since previous victimization of cybercrime might in#uence 
future digital behaviors, participants were also asked to report previous victimhood 
of digital payment incidents.

Next, participants were asked whether they were aware of the existence of, and, 
if so, to what extent in agreement with, the security guidelines of the Dutch Banking 
Association.

The "nal and main part of the survey comprised a set of questions based on the 
security guidelines implemented by the Dutch Banking Association. Each of the 
"ve main guidelines and each of the speci"ed actions people have to perform in 
order to comply with the guidelines were translated into statements. We developed 
one statement per guideline or action and all guidelines and actions were covered. 
Participants were invited to respond to each statement with “correct,” “incorrect,” or 
“don’t know.” The statements about the "ve general guidelines are:
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 1. I keep my security codes secret.
 2. Besides me, no one ever uses my bank card.
 3. I make sure all devices I use for online banking are well secured.
 4. I check my online bank statements at least every 2!weeks, and/or my paper bank 

statements within 2!weeks of arrival by post.
 5. I report any online banking related incidents immediately to my bank.

Each general guideline statement was followed by a set of concrete action state-
ments. These concrete action statements clari"ed what actions people had to perform 
in order to adhere to the associated general guideline. For example, the speci"ed 
actions for the guideline “I keep my security codes secret” are: (a) I keep the pin 
number of my bank card secret; (b) I keep the pin number and/or password of my 
online banking account secret; (c) I have not written down my security codes any-
where in recognizable format, including digitally and on paper; (d) My password 
does not contain information that is easy to guess, such as a postcode, a house num-
ber, a year of birth, or a name of a family member; (e) When I type in my security 
codes, I always make sure no one is watching me; and (f) I never give out my security 
codes (PIN numbers and passwords) via telephone or email. For a complete overview 
in English of the security guideline and action statements, please see Table!1.

At the end of the survey, participants were asked about one additional guideline 
plus the speci"ed actions that are needed to comply with that guideline. This guide-
line is currently not included in the set of security guidelines implemented by the 
Dutch Banking Association, but is often mentioned by security experts as advice on 
safe digital behavior and may be implemented in the future (ING, n.d.). This addi-
tional guideline is “I always check whether the Internet connection with the bank is 
secure.” Speci"ed actions for this guideline are: (a) I check whether a little lock is 
present in the web browser; (b) I check whether the “s” in https is present; (c) I 
always check the Internet address of my bank’s website before entering my personal 
details; and (d) I always check the transferable amount, the account number, and 
date before approving an online transaction.

 Results

 Experience with!Online Banking

All participants (100%) in our survey indicated that they use online banking. 
Participants use different devices for this purpose, with most participants using a PC 
or laptop (94.1%), followed by a smartphone (73.9%), and a tablet (26.9%). Only 
one participant indicated using his or her smartwatch for online banking purposes 
(0.8%) and no additional devices were introduced.

Out of 119 participants, only nine (7.6%) indicated having experienced an online 
banking incident. One person transferred money to the wrong recipient. The other 
eight incidents (6.7%) can be considered different versions of cybercrime. Three 
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Table 1 Compliance rates in percentages per guideline and speci"ed action

Guideline/action
Comply, 
%

Don’t 
comply, 
%

Don’t know 
or missing, 
%

I keep my security codes secret (for example, PIN 
numbers and passwords)

82.4 1.7 16

  I keep my PIN number of my bank pass secret 96.6 3.4 0
  I keep the PIN number and passwords for online 

banking secret
97.5 1.7 0.8

  I have not written down my security codes anywhere in 
recognizable format, including digitally and on paper.

69.7 26.1 4.2

  My password does not contain information that is easy 
to guess, such as a postcode, a house number, a year of 
birth, or a name of a family member

68.1 29.4 2.5

  When I type in my security codes, I always make sure 
no one is watching me

86.6 10.9 2.5

  I never give out my security codes (PIN numbers and 
passwords) via telephone or email

83.2 15.1 0.8

Besides me, no one ever uses my bank card 55.5 43.7 0.8
  If I have to hand over my bank card, upon return, I 

always check whether I received my own bank card back
71.4 20.2 8.4

  My bank card is always safely stored 64.7 29.4 5
  I frequently check whether I still have my bank card in 

my possession
87.4 10.1 2.5

I make sure all devices I use for online banking are well 
secured (for example, computer, tablet, mobile phone, 
smartwatch)

70.6 13.4 16.0

  The most recent security update is installed on all 
devices

80.7 10.1 8.4

  Anti-virus software is installed on all devices 79.8 13.4 6.7
  A "rewall is installed on all devices 70.6 11.8 17.7
  No illegal software or "les are installed on any of the 

devices I use for online banking (for example, computer, 
tablet, mobile phone, smartwatch)

58.0 31.1 10.9

  Access to all devices I use for online banking is shielded 
with a security code (for example, a password or a PIN 
number)

86.6 10.9 2.5

  Unauthorized people do not have access to online 
banking on any of my devices

84.9 10.9 4.2

  I always logout when "nished with online banking 88.2 10.9 0.8
  I never use online banking on an insecure Wi-" network 

(i.e., an open Wi-" network without password 
protection)

63.9 32.8 3.4

I check my online bank statements at least every 
2!weeks, and/or my paper bank statements within 
2!weeks of arrival by post

73.9 24.4 0.8

(continued)
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people had money removed from their bank account or attempts thereto. Two par-
ticipants experienced auction fraud, one was skimmed, one was asked via email for 
their password, and one could no longer log in to their own online banking account. 
Seven out of eight cybercrime incidents (87.5%) were reported to the bank. In addi-
tion to reporting to the bank, one out of eight victims (12.5%; auction fraud) also 
reported their victimization to the police, and the skimmed victim also reported the 
crime to the organization where his/her card was skimmed. One person did not 
report the incident at all. Three out of eight victims indicated that they changed their 
behavior due to the incident.

The occurrence of cybercrime in this sample is low compared to cybercrime 
victimization in other studies. For example, Van de Weijer et!al. (2020) conducted a 
study on police reporting of cybercrime victimization, relying on a larger and more 
representative sample. In their study, 303 out of 595 participants (50.9%) indicated 
victimization of cybercrime. Interestingly, only 13.1% of offenses were reported to 
the police, which is in line with the 12.5% report rate found in the current study. 
Although Van de Weijer et!al. (2020) also found that victims were more likely to 
report their victimization to other organizations than the police (33.2%), this effect 
was much larger in our study (87.5%).

Table 1 (continued)

Guideline/action
Comply, 
%

Don’t 
comply, 
%

Don’t know 
or missing, 
%

I report any online banking related incidents 
immediately to my bank

72.3 5.0 10.1

  I contact my bank when I do not have my bank card in 
my possession or when I don’t know where my bank 
card is

86.6 5.9 5.8

  I contact my bank when I suspect another person knows 
or has used my security codes

83.2 5.9 9.2

  I contact my bank when unauthorized transactions have 
taken place on my bank account

93.3 2.5 3.3

  I contact my bank when a mobile device (such as phone, 
tablet, or smartwatch) I use for online banking is no 
longer my possession, without me removing the online 
banking application "rst

71.4 15.1 13.5

I always check whether the internet connection with the 
bank is secure

53.8 21.0 5.9

  I check whether a little lock is present in the web 
browser

68.1 28.6 3.4

  I check whether the “s” in https is present 52.9 41.2 5.8
  I always check the internet address of my bank’s website 

before entering my personal details
75.6 20.2 4.2

  I always check the transferable amount, the account 
number, and date before approving an online transaction

95.0 4.2 0.8

Statements about the "ve security guidelines are presented in bold. The statement about the addi-
tional guideline is presented in italic
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The low cybercrime occurrence in our study has methodological implications. 
The sample size is too small to draw any conclusions from or to take into account in 
any statistical analyses, so the cyber incidents will not be further discussed in 
this paper.

 Awareness of!Security Guidelines (RQ1)

To answer the "rst research question, participants were asked whether they are 
aware of the security guidelines implemented by the DBA.!A quarter of our sample 
(24.4%) indicated being aware of these guidelines, while three quarters indicated 
not being aware of such guidelines (74.8%). One participant did not answer this 
question (N!=!118). These results indicate that a large majority of our sample was 
not aware of the existence of the security guidelines that could in#uence their reim-
bursement by the bank in case of "nancial loss due to cybercrime.

 Compliance with!Security Guidelines (RQ2)

To answer the second research question, participants were asked to self-report 
whether they comply with the "ve security guidelines implemented by the DBA in 
general. We also speci"ed for each guideline, which concrete actions had to be per-
formed in order to comply. Each guideline and each action was turned into concrete 
statements that participants could agree (correct/yes), disagree (incorrect/no), or 
indicate that they do not know whether they comply with (don’t know). According 
to the guidelines, people need to comply with each of the "ve guidelines and all 
speci"ed actions in order to fully comply. Importantly, failing to comply with one 
of the guidelines—or even just one of the concrete actions—can already be enough 
for a bank to not fully reimburse victims of cybercrime due to negligence.

First, participants’ responses to the "ve general guidelines were analyzed. We 
created a new variable called “Guidelines Compliance.” Participants were catego-
rized as compliant when answering “correct” to all "ve guidelines, indicating that 
they follow the guidelines. Participants were categorized as non-compliant when 
responding “incorrect” to at least one of these "ve guidelines. Participants also had 
the option to indicate “don’t know,” and when answering by pen and paper, they 
could leave "elds open (missing data). When a single statement was not judged, but 
the statements above and below were, the participants were not removed from the 
data"le. In those cases, it is likely that it concerns a deliberate choice by the partici-
pant to avoid answering the question, suggesting this type of missing data is not 
random, but informative and should therefore not be removed. To deal with this 
meaningful missing data, we created a dummy variable where we combined the 
“don’t know” answers and open "elds (i.e., missing data) into an “it is unknown 
whether all guidelines were followed” answer category.
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Roughly a quarter (23.5%) of participants reported following all "ve guidelines. 
The majority (60.5%) reported not following at least one guideline, thereby risking 
a negligence claim by the bank when falling victim of cybercrime. In a minority of 
cases (16.0%), it was unclear whether the participant complied with all "ve guide-
lines. Of the "ve guidelines, most participants indicated complying with “I keep my 
security codes secret” (82.4% complied), followed by “I check my online bank 
statements at least every 2!weeks, and/or my paper bank statements within 2!weeks 
of arrival by post” (73.9% complied), “I report any online banking related incidents 
immediately to my bank” (72.3% complied), “I make sure all devices I use for 
online banking are well secured” (70.6% complied), and “besides me, no one ever 
uses my card” (55.5% complied). Taken together, less than a quarter of people 
report complying with the security guidelines, even though noncompliance with at 
least one guideline can have negative real-life "nancial consequences.

For each of the "ve guidelines it is speci"ed which actions need to be undertaken 
in order to comply. Importantly, failing to comply with even one of those actions 
can already lead banks to claim customer negligence. Therefore, we also calculated 
which percentage of participants reported complying with all speci"ed actions. For 
this purpose, we created a new variable called “Speci"c Action Compliance,” using 
the same labeling of correct, incorrect, and don’t know/missing as above. Results 
indicate that when made speci"c, only 3.4% of participants indicated complying 
with all actions. An overwhelming majority (84.0%) indicated not complying with 
at least one action and of 12.6% of participants, it remained unclear whether they 
complied with all speci"ed actions. The actions that most participants complied 
with were: “I keep the pin number and/or password of my online banking account 
secret” (97.5% complied), “I keep the pin number of my bank card secret” (96.6% 
complied), and “I report to my bank when unauthorized transactions have taken 
place on my bank account” (93.3%). Actions that were least complied with were: 
“No illegal software or "les are installed on any of the devices I use for online bank-
ing” (58.0% complied), “I never use online banking on an insecure Wi-Fi network” 
(63.9%) and “my bank card is always safely stored” (64.7% complied). For a full 
overview of results, please see Table!1.

Last, we examined to which extent participants complied with the additional 
security guideline “I always check whether the Internet connection with the bank is 
secure” and the set of associated speci"ed actions. This guideline is currently not 
included in the set of "ve guidelines posited by the DBA, but is recommended by 
Dutch banks on their website about safe online behavior. In total, 53.8% of partici-
pants indicated to comply with the general guideline, 21.0% indicated to not com-
ply and for 25.2% of participants it is unknown whether they comply. Three quarters 
of the people (75.6%) reported checking the web address of their bank, 68.1% 
reported checking for the lock, and 52.9% reported checking the “s” in https. On the 
bright side, 95% of participants indicated that they check the bank account number 
of the recipient and date before approving a digital payment.
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 The Effect of!Awareness on!Compliance with!Security 
Guidelines (RQ3)

We tested whether people who are aware of the "ve security guidelines are more 
compliant with those guidelines compared to people who are not aware. For this 
"rst analysis, we focused solely on the "ve statements directly related to the guide-
lines. We did not include the action-based statements. A 2!%!3 chi-square analysis of 
Awareness (yes/no) on Guidelines Compliance (yes/no/don’t know) showed that 
people who are aware of the guidelines do not comply with them more than people 
who are not aware, p!=!0.108. For an overview of all compliance results, please see 
Table!1.

Next, we tested whether people who are aware of the "ve security guidelines are 
more compliant with the set of speci"ed actions than people who are not aware. For 
this analysis, all responses to action-based statements were analyzed. We could not 
perform a chi-square analysis because two cells contained less than "ve observa-
tions. Instead, we performed a 2!%!3 Fisher’s Exact Test (FET) of Awareness (yes/
no) on Speci"c Action Compliance (yes/no/don’t know). The results revealed a sig-
ni"cant association between Awareness and Speci"c Action Compliance, FET 
(2)!=!8.26, n!=!118, p!=!0.012, indicating that people who are aware of the guidelines 
reported different behavior regarding speci"c actions than people who are not aware 
of the guidelines. Because Speci"c Action Compliance has three answer options 
(i.e., yes, no, and don’t know/missing), we need to examine the row percentages 
before interpreting the results further, see Table!2.

Interestingly, the percentage of people that comply with the set of speci"c actions 
is the same (3.4%) between people that are aware of the guidelines and people that 
are not aware of the guidelines. That means that even though there is a signi"cant 
relationship between awareness and speci"c action compliance, being aware of the 
guidelines does not lead to more compliance per se. When unaware of the guide-
lines, 89.9% of participants admitted noncompliance, compared to 69.0% admitting 
noncompliance when aware, a decrease of 20.9%. At the same time, we saw a 20.9% 
increase in participants responding they do not know whether they comply with the 
guidelines when aware of the guidelines (27.6%), compared to participants who 

Table 2 Results of Fisher’s Exact Test examining the effect of guideline awareness on speci"c 
action compliance

Speci"ed action compliance
Complied Did not comply Don’t know Total

Aware 1
3.4%

20
69.0%

8
27.6%

29
100%

Not aware 3
3.4%

80
89.9%

6
6.7%

89
100%

Total 4
3.4%

100
84.7%

14
11.9%

118
100%

Exact counts and percentages are presented
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were not aware (6.7%). This suggests that the positive association between 
Awareness and Speci"c Action Compliance seems to be caused by people who are 
not aware of the guidelines openly admitting they do not comply, while people who 
are aware of the guidelines responding more often that they do not know whether 
they comply or leave the question unanswered.

To test how we should interpret these results, we created two dummy variables 
and ran an additional chi-square test and Fisher’s Exact Test. If the signi"cant effect 
would be caused by an increase in compliance when aware, one would still expect 
to "nd a difference when “did not comply” and “don’t know” are combined into one 
dummy variable. Because two cells contained less than "ve observations, we ran a 
Fisher’s Exact Test of Awareness (yes/no) on Dummy 1 Speci"ed Action Compliance 
(yes/no!&!don’t know) and did not "nd a signi"cant effect, p!=!0.682. However, if 
our interpretation that the signi"cant effect is caused by a shift from “did not com-
ply” when unaware to “don’t know” when aware is correct, one would still expect 
to "nd a difference when “complied” and “did not comply” are combined into one 
dummy variable. We ran a chi-square analysis of Awareness (yes/no) on Dummy 2 
Speci"ed Action Compliance (yes & no/don’t know) and indeed found a signi"cant 
effect, X2(1)!=!9.09, n!=!118, p!=!0.006. In sum, being aware of security guidelines 
indeed seems to make people more hesitant to admit noncompliance with those 
guidelines, rather than actually increasing their compliance levels on a speci"ed 
action level.

 Discussion

Banks across the world have been establishing security guidelines to increase digital 
secure behavior by their customers in an attempt to reduce the costs of cybercrime 
(ING, n.d.; ECB, 2013). The rationale behind such guidelines is that when people 
know how to behave securely, they are more likely to do so. Lab research supports 
this assumption (Parsons et!al., 2014, 2017). Whether security guidelines indeed 
have the desired effect will partly depend on people’s awareness of the existence—
and content—of such guidelines. In this study, we tested whether people are aware 
of the "ve security guidelines implemented by the Dutch Banking Association 
(DBA) on the "rst of January 2014. Results show that only a quarter of our partici-
pants were aware of these guidelines. When asked about compliance with the "ve 
general guidelines, less than a quarter reported following all "ve guidelines. 
Importantly, when asked about compliance with the speci"ed actions needed to 
comply with these "ve guidelines, only a few participants reported complete com-
pliance (3.4%). This "nding uncovers two important issues. First, people report 
behaving insecurely online, which puts them at risk of cybercrime victimization. 
Second, the difference between compliance with the general guidelines and compli-
ance with the speci"ed actions suggests that the phrasing of a statement (or ques-
tion) in#uences the answer participants give. Speci"cally, our data suggests that the 
more precise a statement is framed—for example by referring to a speci"c action 
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instead of a general guideline—the more realistic answer you will receive. As a 
result, solely asking people about general guidelines or statements may lead to 
overly optimistic results. This "nding is in line with a previous observation by 
Anderson et!al. (2013), who found that general statements such as “I comply with 
information security policies” are susceptible to bias and not suitable for testing 
security knowledge. The same argument seems to apply to testing behavioral com-
pliance with general guidelines. A practical implication of this research is therefor 
to ask people about speci"c behaviors when testing their online security level.

We also tested whether people who are aware of the guidelines are also more 
likely to be compliant. In theory, knowledge should inform behavior. Empirical 
evidence for this assumption is provided by Parsons et!al. (2014, 2017), who dem-
onstrated that people with more information security knowledge are better at iden-
tifying phishing emails, a measure of secure online behavior. However, our results 
indicate that awareness of the existence of the security guidelines did not actually 
improve compliance. While we did "nd a signi"cant relationship between aware-
ness and compliance, follow-up analyses showed that this effect was more likely to 
be caused by a shift from admitting noncompliance when unaware of the security 
guidelines, to responding “don’t know” when aware of these guidelines. In other 
words, our data suggests that people found it harder to admit noncompliance when 
they were aware that there were guidelines they did not comply with, than people 
who were unaware of the existence of such guidelines. This "nding suggests a cer-
tain degree of social desirability in the participant’s answers.

In addition to the research we conducted on the "ve security guidelines posited 
by the DBA, we also measured compliance with an additional informal guideline 
about checking whether the Internet connection with the bank is secure. Results 
showed that only half of participants (53.8%) comply with this guideline, a "nding 
that is in line with previous research demonstrating that the people are often con-
fused by the lock and certi"cate checking (Dhamija, Tygar, & Hearst, 2006; 
Jakobsson, 2007). The extent to which this advice is useful is also debatable, since 
cybercriminals can manipulate these security indicators, potentially providing a 
false sense of security (Claessens, Dem, De Cock, Preneel, & Vandewalle, 2002).

The results of this study pose a societal problem since the awareness of, and 
compliance with, this set of security guidelines can have real-world consequences 
for online banking customers. It becomes increasingly complicated in the 
Netherlands to use banking services without relying on online banking, which 
means that compliance with these guidelines applies the majority of the Dutch pop-
ulation, with noncompliance potentially leading to negative "nancial consequences 
in the case of cybercrime victimization. In addition, Jansen and Leukfeldt (2016) 
concluded based on 30 interviews with victims of online banking, that there is no 
likely target when it comes to online banking fraud. Instead, everyone is at risk.

To summarize, the majority of Dutch citizens use online banking. Dutch banks 
have created a set of guidelines and a list of speci"ed actions that customers have to 
comply with in order to safely use online banking. Noncompliance can have negative 
"nancial consequences in case of cybercrime victimization. The majority of our par-
ticipants were not aware of the existence and content of such guidelines. The great 
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majority of our participants indicated not complying with the "ve general guidelines. 
Almost none of our participants indicated complying with all speci"ed actions. 
Especially the latter is problematic since noncompliance with even only one speci-
"ed action can already lead to negligence claims (own risk) and lead to negative 
"nancial consequences. These results suggest that Dutch banks are currently expect-
ing security-related behaviors from their customers that a) customers are not aware 
of; and b) customers do not comply with. This raises the question whether it is rea-
sonable of banks to expect these security-related behaviors from their customers or 
whether these guidelines and associated "nancial consequences can better be inter-
preted as shifting liability from the bank to the customer. In practice, such a liability 
shift would mean that victims of cybercrime can be blamed for their victimization 
through negligence claims by their bank. Requesting a certain level of security-
related behaviors in order to avoid crime victimization is not uncommon. If you leave 
your bicycle unattended without locking it and the bicycle subsequently gets stolen, 
insurance may not pay out. An insurance company may ask for the key(s) of your 
bicycle lock to prove it was locked when stolen. Other behaviors, such as leaving 
your bicycle outside overnight, may put the bicycle owner more at risk, but are not 
used to determine negligence levels. A problem with the security guidelines for 
online banking is that in order to comply, people have to adhere to "ve general guide-
lines and 21 speci"ed actions. Instead of being judged on one or two very speci"c 
actions (e.g., locking your bike), with online banking, people are judged on their 
entire digital hygiene plus several physical activities such as bankcard sharing. And 
this research shows that people do not have their entire digital hygiene in order.

Due to the implementation of security guidelines for online banking in 2014 by 
the DBA, when victimized of cybercrime, 96.6% of our participants could be held 
liable for their victimization by their bank. Regardless of intention, this shifts blame 
and liability from the bank to the victim. Blaming victims of crime unfortunately is 
a common and serious problem in crime in general, but in cybercrime speci"cally 
(Cross, 2015). Especially victims of online fraud are often portrayed as greedy and 
gullible, and are often blamed for the actions that led to their losses. By implement-
ing and enforcing these security guidelines, the blaming of victims for the actions 
that led to "nancial losses seems to now also be applicable to the context of online 
banking. Researchers have argued that instead of unfairly shifting liability to cyber-
crime victims, society should improve the way they treat victims of cybercrime, 
thereby reducing the emotional stress caused by such victimization (Cross & 
Blackshaw, 2014). This advice may be applicable to Dutch banks as well.

 Limitations and!Future Research

Studies investigating digital behavior tend to make use of a variety of methodologi-
cal approaches. While some focus speci"cally on intentions and self-reported 
behavior, others prefer measuring actual behaviors, either in the lab or in the real 
world. Sometimes, lines of research that started in the lab are later validated in the 
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real world, such as the development and predictive value of the Security Behavior 
Intentions Scale (SeBIS; Egelman, Harbach, & Peer, 2016). In some cases, results 
from self-reported questionnaires and even lab studies do not match the results of 
"eld studies, highlighting the importance of ecological valid research in the area of 
cybersecurity (Coventry, Briggs, Jeske, & van Moorsel, 2014; Jones et!al., 2015).

The "rst limitation of this study is the relatively small sample size (n!=!119) and 
unstructured method of data collection. Previous research demonstrated that age 
affects both Internet use and cybercrime victimization, with younger people spend-
ing more time online and having higher chances of becoming a victim of cyber-
crime (Ö÷ütçü, Testik, & Chouseinoglou, 2016). For this reason, we avoided 
participant recruitment through the university participant system and on campus. 
Instead, participants were recruited in public spaces such as trains and public librar-
ies. While this recruitment method allowed for a more diverse sample (e.g., age 
range: 19–76), it was also time consuming. This resulted in a smaller sample size 
compared to online data collection. In addition, not all types of people are equally 
likely to frequent trains and libraries, limiting the generalizability of our results.

A second weakness of the current study is that we asked participants to self- 
report which digital behaviors they do and do not engage in. These self-reports may 
not re#ect actual behavior for a number of reasons. For example, people may answer 
in a social desirable manner, or they may underestimate their own risky digital 
behavior. The results from this study suggest that at least the social desirability bias 
plays a role, since participants that were aware of the security guidelines seemed 
more prone to answering that they “don’t know” whether they comply with a speci-
"ed security action than people who were not aware of the guidelines. In other 
words, it seems that when people know that what they are doing is wrong, it reduces 
the chance of them openly admitting their noncompliance. Although "eld experi-
ments are quite rare in this "eld, several researchers have developed either software 
or research methodologies with which real-world behaviors of participants can be 
monitored (Bravo-Lillo, Egelman, Herley, Schechter, & Tsai, 2013; Rajivan & 
Gonzalez, 2018). Follow-up research measuring the speci"ed security action could 
help establish the real-world reliability of our "ndings.

A third limitation of this research is the possibility for participants to respond 
with “don’t know” to questions about their digital behavior. Including this answer 
option may have affected the outcomes of this study, since we cannot know for sure 
whether “don’t know” really means participants do not know whether they engage 
in such behavior, or whether it is a less direct and maybe more socially acceptable 
way of admitting to behaving insecurely. Results displayed in Table!2 demonstrat-
ing that people who were aware of the guidelines responded more often that they 
don’t know whether they complied or left the question unanswered than people who 
were not aware of the guidelines, suggest the latter. We could have phrased the 
answer options for the questions about the guidelines and speci"ed actions differ-
ently, for example by leaving out the “don’t know” option or by implementing a 
Likert scale. The problem with leaving out the “don’t know” option is that it forces 
people to choose between “yes” and “no,” while there may be questions they genu-
inely do not know the answer to. For example, not everyone may know whether they 
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have a "rewall installed on their computer and forcing them to choose between 
“yes” and “no” will corrupt the dataset. Implementing a Likert scale as an answer 
option allows to testing to which extent people comply with security guidelines. 
However, in this paper we sought out to test whether the current DBA guidelines 
and subsequent possible actions by Dutch banks can be considered fair (based on 
RQ1 and 2) and for this particular research question, it is not needed to know to 
which extent people comply. One failure to comply is technically enough for banks 
to claim negligence, with negative "nancial consequences for the customer as result. 
In conclusion, even though we acknowledge the theoretical bene"ts of applying a 
Likert scale answer option, we argue that the current approach suf"ciently answers 
the stated research questions.

 Conclusion

We conducted a survey to test to which extent Dutch people are aware of, and com-
ply with the security guidelines implemented by the DBA.!The results provide sev-
eral valuable insights into security guideline compliance and risky digital behavior. 
First, we demonstrate that only a quarter of our participants were aware of the secu-
rity guidelines by the DBA and even fewer people fully comply with them. Second, 
we demonstrate that the more speci"c statements are phrased, the less likely people 
are to report compliance. This "nding highlights the importance of formulating 
security advice and questions as speci"c as possible to gain a realistic insight in 
self-reported security behavior. Third, we demonstrate that awareness of the DBA 
security guidelines does not lead to more self-reported compliance with these guide-
lines. Instead, security guideline awareness reduced the likelihood of people hon-
estly reporting about their own security-related behavior. Fourth, an investigation 
into which risky digital behaviors people exhibit most revealed that more than 1/3 
of the people admitted to having installed illegal software or "les on devices used 
for online banking, using insecure open Wi-Fi networks when online banking, and 
not storing their bank card safely. Insights in the types of risky behavior people 
engage in can be used to inform policy, training, and awareness campaigns aimed at 
in#uencing people’s digital hygiene.

Noncompliance with the DBA security guidelines seems to be the current norm, 
but can nonetheless have negative "nancial consequences when falling victim of 
cybercrime. Therefore, we advise Dutch banks to reconsider their current policy 
regarding the security guidelines. It is based on unrealistic expectations and, in its cur-
rent form, is unfairly shifting responsibility, blame, and negative "nancial conse-
quences to the customer. More efforts are needed to inform people and actively help 
them to change their digital behaviors, before they can be used to impose "nancial 
consequences. Instead of blaming people when victimized, banks could take a more 
pro-active role in improving the digital hygiene of their customers, thereby helping to 
reduce the cost of cybercrime. This is also in the bank’s advantage, since a large part 
of the costs of digital payment fraud is still covered by banks rather than customers.
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