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Abstract
This article examines, within China’s complex healthcare sector, the extent to which China’s 
legal frameworks can adapt to a data-driven context that requires the reconciliation of public and 
private interests for the use of health data. Current data-processing mechanisms operate through 
individual consent, and administrative authorisation in mobile health settings are insufficient and 
ineffective to meet societal needs while simultaneously protecting individuals’ interests. In light 
of this shift of regulation from individual control to collective governance, this article argues 
that the principle of the right to health may complement this collective governance model. The 
right to health principle emphasises solidarity, justice, confidentiality, and collective responsibility, 
which may balance power asymmetries in the use of health data among different stakeholders. 
The article proposes a solution that incorporates the state’s obligation with private actors’ 
responsibilities, while stressing the importance of data sharing and the fair use of health data.
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Introduction

Data governance systems in the field of healthcare must balance the sharing of health 
data with the simultaneous protection of individuals’ fundamental interests. This regula-
tory need is an important but complex goal given the increase in new data-driven 
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 4. Xinhua Net, ‘More Than 1,600 Internet Hospitals in China in June 2021’, 31 July 2021, 
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 5. China Internet Network Information Centre, ‘The 49th Internet Development in China 
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technologies, which rely on the use of massive amounts of health data for innovation. 
Mobile health (‘mHealth’) refers to information and healthcare services that are medi-
ated through mobile devices in support of personalised healthcare and well-being man-
agement; mHealth thus forms one typical example of a digital health intervention. The 
advanced digital infrastructure for remote data transmission means that mHealth is accel-
erating healthcare coverage on a broader scale than was previously possible. However, 
the booming digital solution that is increasingly favoured by public and private actors 
may result in concerns about medical privacy and justice in the use of health data. This 
tension reflects the diverse, and even competing, interests of different stakeholders (e.g. 
patients, public institutions, technology companies, and governments) in the new digital 
context. Power asymmetries in the reuse and sharing of health data could potentially 
contribute to the abuse of personal data.1 For this reason, there is widespread discussion 
on the need to change the legal framework to one that facilitates the appropriate use of 
health data while also safeguarding individuals against the risk of data misuse.2

This concern over the issue of data misuse is clear in the data-intensive Chinese 
healthcare environment. The Chinese domestic mHealth industry is rapidly emerging, as 
demonstrated, for instance, by the expansion of Internet hospitals.3 In June 2021, there 
were more than 1,600 Internet hospitals in China, 500 of which had been established in 
the first half of 2021 alone.4 The COVID-19 pandemic prompted another surge in the use 
of online medical services, with 298 million users accessing mHealth information and 
services up to the end of 2021.5 The rapid growth in the mHealth market and the large 
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user base mean that patients are becoming increasingly vulnerable to breaches of medi-
cal privacy and information security. Scholars working in the Chinese context have given 
steadily more attention to data protection issues6 and have offered reflections on and 
recommendations for dealing with concerns such as the state’s obligation to protect per-
sonal information,7 the premise underpinning personal information protection,8 and pos-
sible future paths for data protection law in the context of shifting power relations.9 
However, there appear to be few up-to-date reviews of the legal framework used to gov-
ern health data in China amid new challenges from the private and public sectors during 
this digital transformation. Given that values in healthcare differ considerably from val-
ues held in other sectors of society, a study on health data governance that focuses on the 
country-specific healthcare context may provide more insights on this global debate.

This article examines the extent to which China’s existing legal framework for regu-
lating health data is capable of reconciling the fundamental interests of individuals with 
societal interests in data-driven healthcare. To what extent and in what ways should this 
framework be amended? The article begins with a contextual overview of privacy and 
healthcare in China. Next, it examines existing regulatory approaches by scrutinising the 
relevant laws and regulations that govern the flow of health data in the context of 
mHealth. The article will show that regulatory models for the individual self-control and 
administrative authorisation of health data are potentially insufficient. It thus concludes 
that – in the legal framework guiding the disclosure, authorisation, and use of health 
information – a collective governance solution may be available based on the right to 
health.

Context: medical privacy and data-driven healthcare in 
China

The concept of privacy is context-sensitive and culturally dependent, and it must, there-
fore, be examined in its local norms and against specific historical backgrounds.10 To 
elucidate the underlying issues of health data governance, we must first consider China’s 
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specific context. This context includes the features of the healthcare setting, cultural 
traditions, and the country’s stage of technological development.

China’s health service delivery system provides a unique ecosystem in which to 
examine patient privacy. Despite significant improvements in health outcomes in recent 
years, an imbalance in resource allocation and a shortage of quality physicians remain 
major challenges.11 In the absence of a strictly enforced primary care referral system, 
many patients tend to go to high-level hospitals in big cities, which leads to hospital 
overcrowding. Furthermore, a need for urgent care in these public hospitals in urban 
areas often results in patients directly approaching the doors of treatment rooms. It is not 
uncommon to see several patients sitting together in one treatment room when receiving 
personal medical advice. These examples are not intended to suggest that patients in 
China do not care about their privacy, but rather to illustrate that under certain circum-
stances, people might have to make a trade-off between personal privacy and timely 
access to healthcare.

Chinese culture favours collectivism as a central moral value. Essentially, the interests 
of the family and the community are considered more influential than those of the indi-
vidual.12 Asian countries share a similar tradition when defining obligations to the com-
munity and the boundaries between the public and private spheres.13 While the concept of 
privacy is often seen as an individualistic value in Western cultures, the culture of individu-
alism is not prominent in Eastern traditions.14 This cultural factor may partially explain 
why the right to privacy is an evolving right in China. The development of such a right in 
Chinese legislation indicates a dynamic outlook that affirms respect for human dignity as 
an individual value, while echoing the social need to promote communal interests.15

The development of mHealth in China is mainly driven by the private sector. A grow-
ing number of Internet technology giants are accelerating access to the digital healthcare 
market by providing novel products, including one-stop virtual care platforms, cloud-
based medical image diagnoses16 and artificial intelligence-assisted screenings.17 The 
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latest statistics also show that mHealth is driving strong revenue growth for these com-
panies. For instance, the total revenue of JD Health International Inc. for the first half of 
2021 was US$2 billion, an increase of over 50% year-on-year.18 The incentive of profit-
ability is bringing more technology enterprises into the mHealth race, with 10 digital-
health-related companies among the ‘unicorn companies’ valued at more than 
US$1 billion.19 However, this rapid pace of development might come at the cost of per-
sonal data sharing. As the future of healthcare depends on technological innovations, 
private actors with large amounts of health data will reap greater economic benefits and 
achieve a better competitive position. Consequently, it is unsurprising that personal 
information leakage accounted for the greatest share of Internet security issues in China 
in 2021.20 Furthermore, Chinese technology companies saw an opportunity to profit 
from the abundant data obtained through convenient and advanced digital consumer 
goods and services.21 Treating health data as a tradable commodity could ultimately 
exacerbate health disparities and also hinder equal access to healthcare, if data cannot be 
used appropriately.22 As a result, individuals are in a position of weakness and have a 
very limited capacity to negotiate with more powerful private actors.

In summary, there are a number of dilemmas facing individuals with regard to this data-
driven healthcare regime. Such dilemmas are bound up with power asymmetries and the 
collective need to share health data. The next section presents an overview of the legislative 
framework that regulates health data and medical privacy. This is followed by an analysis 
of how regulatory mechanisms respond to these new risks and threats in healthcare.

Regulatory models governing health data

The legal framework for regulating health data is scattered broadly across primary legis-
lation and quasi-legal instruments.23 Primary legislation generally deals with health data 
through the right to privacy and the protection of personal information. The 
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27. J. Guo, ‘Reflection and Improvement of Personal Information Protection System: From the 

Perspective of Subject Interest Conflict and Equity’, Technology and Law 6 (2021), pp. 48–57 
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on Promoting Big Data in Health Care and Management of Population Health Information.
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Information Protection Law’, Renmin Chinese Law Review 6 (2021), pp. 1–16 (in Chinese).
31. Guo, ‘Reflection and Improvement of Personal Information Protection System: From the 

Perspective of Subject Interest Conflict and Equity’ supra note 27.

right to privacy is defined in the Chinese Constitution24 and is highlighted as a right of 
personality in the Civil Code.25 Such a right as outlined in the Civil Code is further 
refined under the Personal Information Protection Law26 by clarifying the scope of per-
sonal information, specifying the rights of individuals to control and process personal 
information, and stating the responsibilities of data processors. This legislative trend 
from the Civil Code to the Personal Information Protection Law suggests that the path of 
balancing individual with public–private interests is still being explored, in spite of 
China’s constant efforts to protect individual interests.27 A closer look at this legal frame-
work indicates that health data are also regulated under certain specialised laws, regula-
tions, and policies.28 Although patient privacy is largely protected through the requirement 
for confidentiality in these regulations and policies, many rules that serve as statutory 
exemptions signal a promotion of the sharing of health data among various industries 
and institutions. These exemptions allow health data to be legitimately used without the 
individual concerned needing to consent. As such, two regulatory approaches in light of 
the governance of health data under this legal framework coexist: (1) the individual con-
trol approach and (2) the administrative approach. The next section examines these two 
regulatory approaches in the context of mHealth, to determine whether competing inter-
ests have been adequately reconciled to meet new challenges.

The individual control model

The individual self-control model, with ‘notice-and-consent’ at its core, is highlighted in 
the Civil Code and has been further strengthened in the Personal Information Protection 
Law. Under this model, personal consent is deemed a fundamental principle when shar-
ing or processing personal information.29 Scholars suggest that the adoption of this 
model in the new legislation was influenced by the concept of personality rights, with the 
aim of emphasising the personal interests of individuals under the mechanisms of data 
protection.30 However, others argue that misinterpretations of the essential value of data 
and the over-protection of individual rights might destabilise the balance between the 
interests of individuals and those of commercial and public entities.31 Indeed, the first 
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32. Article 14, Personal Information Protection Law (2021).
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Collection’, 1 June 2019, available at https://www.iimedia.cn/c460/64649.html (in Chinese) 
(accessed 6 June 2022).

38. Article 16, Personal Information Protection Law (2021).

comprehensive information protection law appears to set out fairly stringent rules gov-
erning the procedure for notice and consent. For instance, consent for the secondary use 
of data must be renewed in the event of any change in the purpose or method of process-
ing personal data32 and the notification provided by the personal information processor 
must be truthful, accurate, and complete.33 Where sensitive personal information is con-
cerned, an individual’s separate consent must be obtained, and may even be required in 
writing under some laws and regulations.34 However, the effectiveness of this individual 
control model may have to be tested in specific mHealth scenarios, given that previous 
debates have primarily focused on the use of data in a generalised context.

In practice, the task of implementing the ‘notice-and-consent’ principle seems to face 
some difficulties. The first problem concerns the ‘one-size-fits-all’ privacy policy 
adopted by mHealth platforms. To satisfy the ‘requirement for notice’, platform opera-
tors tend to create privacy policies that use mixed messages and lengthy text,35 which 
may deter users from examining the clauses carefully. A study of the privacy policies of 
the 500 most visited Chinese websites revealed widespread inaccurate and incomplete 
disclosure of information.36 These privacy policies are not likely to achieve the true pur-
pose of the ‘notice’ requirement under the law and are instead merely intended to miti-
gate legal risks. Another issue facing these privacy policies is that they may not adequately 
allow Internet users to make sound judgements about the disclosure of personal data. 
Even if the owners of mHealth platforms can provide accurate, specific, and tailor-made 
privacy notices, Internet users may be incapable of anticipating the true impact of data 
use at the phase of notice-and-consent. In most cases, this informed consent focuses 
mainly on the potential risks associated with a single piece of personal information. The 
impact of data use on the interests of individuals might change when their data enter the 
big data pool and are connected with other data.

The second barrier relates to the limited functions of ‘consent’. It is still not uncom-
mon for users to be denied access to core functions or services via mobile apps without 
their consent.37 The new law regulates this issue in which information processors must 
not refuse to provide products or services on the grounds that consent has not been pro-
vided.38 However, the processing of health information with consent is necessary for 
medical services to be received at an Internet hospital. The issue is not therefore a ques-
tion of individual consent, but rather of how others should properly use the data. With the 
increasing reliance on various mHealth interventions, users may also be unable to 
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39. For instance, see the inspection report issued by the Ministry of Industry and Information 
Technology, ‘App Notifications About Infringement of User Rights and Interests’, 14 May 
2020, available at http://www.gov.cn/xinwen/2020-05/17/content_5512332.htm (in Chinese) 
(accessed 6 June 2022).

40. Legal Executive Board, ‘Alipay Annual Bill Exposed to Privacy Risks’, 18 January 2018, 
available at https://leb-china.com/portal/article/index/id/639/cid/13.html (in Chinese) 
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42. Article 14, Notice of the National Health and Family Planning Commission on Issuing the 

Measures for the Administration of Population Health Information (for Trial Implementation) 
(2014). Article 28, Management Measures for Health and Medical Big Data Standards, Safety 
and Service (Trial Implementation) (2018).

remember exactly what they have consented to, what purposes their data were used for, 
and which specific rights they are entitled to. Given that data misuse is largely invisible, 
most cases are discovered through public investigations39 and users are often made aware 
of these issues only by journalists’ reports.40 Hence, relying solely on individual control 
(as defined in the notice-and-consent principle) does not appear to bring more autonomy, 
confidence, and certainty to individuals.

The analysis thus far has discussed some practical problems that are faced when pro-
cessing health data in the mHealth context, but what about the secondary use of health 
data for other purposes? The individual control model may be difficult to follow when 
health data are used for additional purposes. Although the application of ‘renewed con-
sent’ for each data extraction seems to enhance individual control according to the new 
law, it may place burdens on individuals, private actors, and research institutions. 
Obtaining renewed consent is challenging, given the large number of users on mHealth 
platforms. In addition to the aforementioned issues that render individual consent inef-
fective, the requirements of strict consent do not provide greater protection to individuals 
in the specific context of mHealth, and nor do they permit sufficient use of health data.

Administrative authorisation

While the ‘notice-and-consent’ principle predominates, laws and regulations also articu-
late how health information may be legitimately used without consent. For instance, a 
data processor may share personal information if this is necessary to respond to public 
health emergencies, or if it is permissible under other laws and regulations.41 This admin-
istrative authorisation approach is further highlighted in specialised policies governing 
the use of population health information, human genetic resources, and health big data. 
To summarise, these regulations first have a clear division of responsibilities and a hier-
archical arrangement for oversight between ‘responsible entities’ and ‘supervisory bod-
ies’. The term ‘responsible entities’ refers to various medical institutions that implement 
the authorisation and management of health data within their organisations.42 The term 
‘supervisory bodies’ means government authorities in charge of the supervision of the 
activities of responsible entitles, including the National Health Committee at the central 
government level, and health administrative departments of at the local government 
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45. Article 35, Management Measures for Health and Medical Big Data Standards, Safety and 
Service (Trial Implementation) (2018).
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47. Under the Personal Information Protection Law, the National Cyberspace Administration is 

responsible for the overall supervision of personal information protection. See Article 60, 
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level.43 This data authorisation model is, therefore, a decentralised approach in which the 
authorisation power is distributed across different medical institutions (as responsible 
entities) under the supervision of government authorities. Second, health data must be 
used within the scope of authorisation, but the authorised use of the data is not necessar-
ily restricted to a single domain.44 This means that the flow of health data through admin-
istrative authorisation is not limited to healthcare, but may also extend to technology, 
business, human resources, insurance, public security, and other areas. Third, the author-
isation of health data is based on the norms and standards developed by the National 
Health Committee and must not infringe the state’s interests, public interests, or the 
legitimate rights and interests of individuals and other entities.45 The implication is that 
each responsible entity should evaluate and determine whether a request for data use 
meets these thresholds, and under what conditions it should be permitted. Although con-
crete standards and procedures are not yet available, it remains possible to make a pre-
liminary analysis of this model in the specific context of mHealth.

When applied to data-driven healthcare, this administrative authorisation needs fur-
ther clarification in at least three areas. The first relates to the decentralised approach to 
data authorisation. This approach has the advantage of mitigating the need for centralised 
approval and distributing authority to each medical institution for greater efficiency. 
However, this decentralised approach may not be feasible for the use of health data, 
because health data must be maintained and authorised by different medical institutions 
separately. For projects that require access to large amounts of health data from mHealth 
platforms, a project leader may need to seek approval from many different responsible 
entities. Not only is this time-consuming, it also does not always result in consistent 
conditions for the use of the data.

Second, supervising the use of health data after authorisation would be a challenge. 
The nature of data means that they can easily be replicated and reused for a purpose other 
than that for which they were intended. In response to new threats, the regulatory model 
needs to clarify the supervisory bodies and ensure that they are capable of detecting prob-
lems when data cross domains. It is also necessary to determine the role of the supervisory 
bodies in the legal system, given that this authorisation may lead to a power imbalance 
between individuals and the responsible entities.46 However, according to different stat-
utes, supervisory accountability may fall to both the National Health Commission and the 
National Cyberspace Administration.47 Hence, how different supervisory bodies work 
together and how they collaborate with other sectors remains unclear.
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Third, the interplay of various standards and principles remains the most fundamental 
issue under this administrative regime. It is relatively difficult for a single responsible 
entity to make a sound assessment without specialist knowledge and comprehensive 
understanding of the implications of data use. The situation will become more complex 
when data are applied to a broader context. Multiple interests intertwine and influence 
the situation: these include access to healthcare, privacy, public security, scientific inno-
vation, social insurance, and so forth. Therefore, the choice of values defines the position 
of these administrative bodies and shapes the entire data governance mechanism.

Overall, this analysis of the data-processing mechanism demonstrates some ambigui-
ties and difficulties in the principles and standards that purport to regulate the sharing of 
health data. While this legal framework also stipulates other individual rights, duties of 
data processors, and even criminal liability for violations, further improvements are 
needed to reconcile individual interests and societal needs in data-driven healthcare.

From individual control to collective governance

Having noted some practical issues with regard to existing regulatory approaches, this 
section investigates the theoretical development and social determinants of health data 
governance. According to international legislative practices, the choice of an approach 
that is strictly wedded to individual self-control provides stronger health data protection 
in relation to securing individual fundamental interests in data-driven healthcare.48 Indeed, 
the ‘notice-and-consent’ model49 has long served as a decisive factor in the processing of 
personal data. The idea of individuals controlling their own information through the exer-
cise of consent is central to privacy protection. A strict consent model empowers patients 
by giving them greater autonomy to decide how their health information is used, and for 
what purposes they deem it appropriate. It affirms the intrinsic value of health information 
privacy as a fundamental individual interest. However, scholars have also identified short-
comings within this mechanism. The purpose-based notice-and-consent approach merely 
indicates procedural steps, and it does not specify substantial criteria by which to guide 
the flow of information.50 Simply following the required conditions does not necessarily 
strengthen privacy protection.51 As a result, individuals are sometimes poorly equipped 
to make decisions about data disclosure.52 A data governance mechanism that relies on 
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individual control is not sufficient to address the challenges of big data usage or to provide 
legal remedies for individuals whose data have been misused.53 Succinctly put, the indi-
vidual control model is not very effective.

Although ‘consent’ will no doubt continue to function as the essential instrument of 
data processing in the future, the simple approach of tightening health data access 
through individual control and strict purpose limitation might not address new chal-
lenges and solve practical problems in China’s healthcare context. First, such an 
approach seems to shift the responsibility and risks of using health data unfairly from 
data users to individuals. In contrast to the popularity of simplified and user-friendly 
mHealth platforms, few people can either understand the meaning of specific data use 
requests or grasp the logic behind analytical methods. Such difficulties disproportion-
ately affect people of low socio-economic status, whose intentions are mainly to obtain 
medical care that is otherwise denied to them given their more limited capabilities of 
evaluation and negotiation. Where inequalities in the distribution of healthcare resources 
exist, as in China, access to healthcare becomes a priority. Second, an approach that 
offers further restrictions on the flow of information may have negative implications for 
public health. For instance, restricting the sharing and reuse of personal health informa-
tion during an epidemic may limit, to some extent, the effectiveness of national preven-
tive measures and directly impact public health outcomes.54 Third, there is a broad 
range of statutory exceptions where consent is, for good reason, not required. Cultural 
attitudes about the relationship between the individual and the collective good must also 
be considered. As J. Whitman has indicated, human intuitions are formed by the legal 
and social values that prevail in society, and people in different cultures perceive 
privacy differently.55 A framework that emphasises responsibility to others and to the 
community can also afford protections to individuals.56 Finally, the autonomy-based 
approach is not likely to provide sufficient safeguards against the greater ‘data power’ 
held by the data platforms and government authorities.57 In other words, states are obli-
gated to take measures through legislation and administrative practices to offer compre-
hensive and effective protection for individuals. Therefore, China still requires fresh 
solutions to reconcile individuals’ interests, wider societal needs, and underlying values 
in regulating health data.

Given that individuals are not sufficiently able to counteract power asymmetries, one 
solution could be empowerment through the state’s obligations and non-state actors’ 
responsibilities. It has recently been suggested that the mechanism for consent needs to 
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shift from individual control to social control (i.e. multi-party authorisation).58 This 
could equate to ‘collective governance’, that is, a multi-stakeholder initiative with a 
focus on public value.59 Although this is a good starting point, it is imperative to under-
stand that the sharing of power and responsibility among a greater number of parties 
does not automatically assure a more harmonious outcome. The principles chosen to 
guide the use of data within this collective responsibility scheme play a pivotal role in 
whether a fair balance will be achieved. In most circumstances, the risk of data misuse 
in the context of healthcare would not merely stem from the flow of data per se. The 
biggest concerns regarding the secondary use of health data relate to the questions of 
how such data can be used, and how their use affects individuals. From this perspective, 
the protection of personal health data is less about control, and more about the appropri-
ate use of information.60 The new challenges arising from data-driven technology also 
call for a shift from regulating data collection to promoting appropriate and accountable 
use.61 The absence of clear and consistent principles to guide data use may result in 
unforeseen outcomes and the potential misuse or abuse of health data. The guiding 
principles that are appropriate to complement this collective governance model are con-
sidered in the next section.

Health data governance and the right to health principle:  
a new perspective

Modern theories of privacy advocate ‘contextual integrity’. Similarly, how we measure 
the appropriateness of information flow ought also to be based on contextual integrity.62 
Instead of favouring values that either are shaped by respect for human personality or 
focus on utilitarian outcomes, proponents of contextual integrity propose a relatively 
neutral approach to the issues of privacy and data protection. This theory states that the 
use of information will not be appropriate if it conflicts with ‘context-relative informa-
tional norms’.63 The parameters of informational norms are multi-faceted and context-
specific, encompassing the actors involved, the type of information at stake, and the 
transmission principles utilised.64 Given that each specific context is a construct of dif-
ferent values, goals, and purposes, other factors depend on the norms inherent in this 
context. As regards the actors involved, it is important to understand, for instance, their 
social roles, their capacities to affect data subjects, and their intentions.65 Attending to 
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these contextual norms ultimately permits an approach that evaluates new threats to pri-
vacy and consistently guides the flow of information in an appropriate manner.66

Respect for access to healthcare

A contextual integrity approach allows us to assess the regulation of personal health 
information from a new angle, thus avoiding some of the shortcomings of the methods 
previously mentioned. The primary legal principle in healthcare is equal access to neces-
sary healthcare.67 This principle is derived from the right to health, as enshrined in Article 
12 of the International Covenant on Economic, Social and Cultural Rights. The right to 
health highlights ‘the right of everyone to the enjoyment of the highest attainable stand-
ard of physical and mental health’. ‘Accessibility’, ‘availability’, ‘acceptability’, and 
‘quality’ are essential standards for realising the right to health.68 Moreover, states are 
obligated to realise the right to health for everyone.69 China enshrines the recognition of 
the right to health and a citizen’s right to access basic medical services as the fundamen-
tal principle of its first-ever comprehensive health law. The law stipulates that the state 
and society should realise, protect, and respect this positive social right in the healthcare 
system.70 This essential concept is fundamental to the healthcare sector and constitutes 
the authoritative principle for guiding stakeholders in delivering healthcare goods and 
services.

This respect for access to healthcare should become a contextual norm that is used to 
guide health data circulation. The concept of the right to health underlines the impor-
tance of ‘sharing’ and ‘protection’ in data-driven healthcare. Observing the impact of 
health data sharing through the lens of the right to health reveals how sharing health data 
protects both individual health and public health, as well as how data sharing can be 
facilitated on a basis of solidarity. Health is not merely a fundamental rights issue, but 
also an essential component of sustainable development, poverty reduction, and eco-
nomic prosperity.71 The use of health data for the purpose of realising the right to health 
is, therefore, in the greater interest of society. Meanwhile, the specific meaning of soli-
darity in this context is that the healthcare system is organised in such a way that is based 
on universal access, with no risk selection: this constitutes a commitment to carry the 
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costs of assisting each other.72 Thus, the notion of solidarity can also illuminate the 
importance of data sharing in the healthcare sector. Previous approaches to health infor-
mation have, by contrast, largely been limited to the issues of autonomy, data ownership, 
and individual control, and have generally placed less emphasis on the use of health data 
as a public good for improving health and healthcare.73 Privacy-related arguments focus 
on the individualised understanding of data ownership74 but ignore the social and rela-
tional features of health data.75 Hence, an approach based on the right to health is condu-
cive to the growing need for open data to improve healthcare.

In addition to highlighting the need for sharing health data, essential standards and 
values embedded in the right to health may provide important additional guidance in 
terms of protecting individual interests from the secondary use of health data. The sub-
stantive and procedural standards of the right to health, and their relationship to health 
data governance, can be elaborated by drawing out four central threads.

First, respect for access to healthcare in law emphasises the just use and equitable 
sharing of health data for the benefit of everyone. Under General Comment No. 14, the 
authoritative interpretation of the right to health, essential health goods and services must 
be accessible to all, but in particular to poor and disadvantaged groups.76 In addition, 
whether healthcare is privately or publicly provided, payment for basic healthcare ser-
vices must align with the principle of equity.77 This interpretation of how the right to 
health is realised affects the way in which we should use and share health data. Data will 
add value only if they are applied to the development of programmes, goods, and ser-
vices that improve healthcare and well-being.78 Hence, this principle suggests that eve-
ryone should have equal access to essential healthcare goods and services, including to 
those programmes developed using the large-scale sharing of personal health data. The 
foundation for building trust and sustaining data sharing is not to limit the opportunities 
for any individual to benefit from the health data that he or she has shared. One notable 
concern in this respect is the unfair and inequitable treatment of individuals through the 
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application of predictive analytics to health data.79 Big data-enabled price discrimination 
against existing customers is another example.80 Therefore, data justice in healthcare 
means that individuals (especially marginalised groups) must not be denied access to 
healthcare services because of personal data sharing.

Second, the concept of the right to health underscores the collective responsibilities of 
the state and private actors. The state should take measures to ensure that private actors 
do not limit the accessibility of healthcare goods and services.81 By advocating equal 
access to healthcare, this principle responds to the current phenomenon of the privatisa-
tion of health data for competitive gain. The excessive concentration of health data in the 
hands of corporations may lead to data monopolisation. Despite short-term technological 
innovation, privatising personal health data will hamper scientific progress and worsen 
rather than improve inequalities and injustice in the long term.82 Moreover, the idea of 
granting individuals private ownership rights over personal data83 or commercialising 
data84 does not bring additional benefits to individuals. Rather, personal data ownership 
might incentivize people of lower socio-economic status to sell their personal data in 
exchange for services.85 Therefore, an approach based on the right to health highlights 
the responsibilities of private actors in using health data to achieve the ultimate goal of 
this data-driven healthcare, namely improving health for everyone.

Third, the rights-based approach to health addresses the duty of confidentiality.86 
Confidentiality requires doctors and medical institutions to remain silent about the infor-
mation that is entrusted to them by patients, given that the failure to take this duty seri-
ously can deter patients from seeking medical advice. In other words, professional duty 
– and the trust built through its performance – constitutes a prerequisite for effective and 
accessible healthcare. An individual’s unencumbered access to healthcare takes prece-
dence over other interests. This interpretation indicates that the need for data sharing 
does not equate to a diminished responsibility of doctors and hospitals to maintain medi-
cal confidentiality. Even in the face of ever-increasing demand for data use, doctors must 
still make justified choices in the face of competing interests.87 Where patient consent is 
granted, doctors have a further decision to make over whether the disclosure of health 
information to a third party is justified in the interest of access to healthcare.88
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The fourth standard relates to processes, namely participation and inclusion. The par-
ticipatory process requires that individuals and relevant responsible parties should partici-
pate in decisions that directly affect them.89 The process needs to be transparent, striking 
a fair balance that respects the most disadvantaged groups.90 In so doing, the process 
ensures that policies and programmes are implemented in a way that meets people’s 
needs.91 People’s participation in health-related decision-making processes certainly has a 
crucial role in the collective governance model: it means that the agency of the state and 
the non-state parties (e.g. private actors) must include a greater number of opinions from 
interest groups and experts in the process of authorising and using health data.

In short, the dual targets of data governance, namely ‘sharing’ and ‘protection’, are 
embodied in the concept of the right to health. The application of the right to health pri-
oritises good health for everyone, with this common interest embodied in the sharing of 
health data. Meanwhile, respect for access to healthcare points to the need for justice, 
confidentiality, and collective responsibility in the use of health data. In this sense, it bal-
ances a mechanism that is heavily reliant on individual consent and refines the collective 
governance model. Collective governance through the state’s obligation to protect its 
people, together with an emphasis on the responsibility of private actors, may change the 
power asymmetries between individuals, the government, and private actors. Collective 
governance based on the right to health could be a way of reconciling diverse interests in 
the use, sharing, and authorisation of data. The next (and final) section presents some 
operational suggestions for the achievement of this collective model.

A way forward for health data governance

The strong collective governance of health data requires carefully designed legislation, 
enforcement, monitoring, and collaboration. Two things deserve particular attention. 
First, an independent organisation should be established to manage data authorisation 
and coordinate different regulators. ‘Independent’ means here that the organisation must 
not be influenced or controlled in any way by local government authorities and bureau-
cracies. To maintain agency and autonomy, this central organisation must be empowered 
to organise and oversee the fragmented responsible entities in charge of data authorisa-
tion across different medical institutions. In addition, it is recommended that a ‘review 
committee’ is established within in this organisation for providing consultation on cases 
raised by each responsible entity. This ‘review committee’ should include experts from 
the fields of statistics, analytics, technology, ethics, and medicine to provide relevant 
advice on each specific request.92 Furthermore, it is important that the representatives of 
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potentially affected patient groups, commercial developers, and other interest groups are 
included in the decision-making process, thereby delivering a more inclusive, consistent, 
and rational outcome. As regards post-authorisation regulation, this central organisation 
needs to cooperate closely with other relevant organisations such as the Anti-trust 
Authority, the Consumer Protection Agency, the Food and Drug Administration, and the 
General Data Protection Authority. A stronger degree of cooperation with these relevant 
regulatory institutions could help to mitigate the risks of data abuse and realise equal 
access to data-powered digital tools, platforms, and services.

Collective responsibility93 is the second value to be strengthened in the proposed 
future legal framework governing health data. This is in line with General Comment No. 
14, which indicates that the responsibility to realise the right to health is relevant and 
binding not only for government but also for private actors.94 The use of health informa-
tion by private actors may have commercial purposes, but those actors are expected, the 
principle maintains, to deliver better health for individuals and the community as the 
eventual outcome of using that information. Their use of health information should not 
constitute a barrier that reduces or denies individual rights to equal access to healthcare. 
It has been suggested that the profits obtained by using health data could be ploughed 
back into the public domain (healthcare) through tax.95 An initiative to encourage partici-
pation in the co-creation of health data-based interventions could also help to avoid 
potential data misuse.96 Moreover, it is important to ensure equal access to data-driven 
devices for essential care. In brief, in this new healthcare context, emphasising respect 
for access to healthcare during health data sharing may help ease individuals’ concerns, 
establish trusted governance schemes, and boost public participation.

Conclusion

The governance of the data-driven transformation of the healthcare sector must ulti-
mately aim to bolster access to healthcare for everyone.97 Owing to digital health inter-
ventions such as mHealth, a tremendous amount of health data are generated, driving this 
transformation. However, health data are increasingly concentrated in the hands of large 
technology companies, leading to an asymmetry of power between data users and the 
individuals to whom those data relate. This asymmetry is starker in a country such as 
China, in which health resources and social welfare are unevenly distributed, and where 
market integrity is relatively weak. Some patients may refuse to seek medical treatment 
or be reluctant to donate personal health data owing to fears over health disclosure or the 
inappropriate use of their health information. Still more might seek healthcare services 
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without the ability to bargain for the appropriate use of their personal health information. 
These consequences are at odds with the goals and promises of mHealth and data-driven 
healthcare. This article has explored and analysed the legal landscape pertaining to the 
latest health information protection regime in China. It proposes a new perspective, 
emphasising access to healthcare as a basic principle that guides the use of health data for 
the interests of individuals and society. Although this is a case study of China, every 
country faces similar new challenges. At present, compliance with personal data protec-
tion law may have to depend, primarily, on individual control and security measures, 
while the appropriate use of health data is also key to the fundamental interests of the 
individual. Collective governance, based on the right to health, can solve some problems 
that are insurmountable under alternative approaches. It protects equal access to health-
care, promotes health data sharing, and drives the implementation of mHealth towards a 
sustainable goal.
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